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Despite the undoubted importance of 
IT security today, sales are not as 
easy to land as some might think, 
writes David Freedman 
 

At first glance, it ought to be eas- 
ier than ever to sell IT security, 

data compliance and business conti-
nuity systems. 

After all, as a reseller you hold the 
key to protecting against such very 
real headaches as web-based attacks, 
catastrophic data loss and identity ver-
ification. So not only should end-users 
be queuing up to talk to you but, more 
importantly, conversion rates ought 
to be at record levels. 

Yet for many VARs this impeccable 
theory doesn't seem to be working out 
quite as well in practice. In an area of 
such acute sensitivity as IT security, 
full client buy-in is even more 
important. Keeping your customer 
with you every step of the way 
throughout the buying process is 
essential. Which in simple sales terms 
means `doing the basics well'. 

So where do resellers go wrong? 
First, it is all too easy to leap into the 
functionality and technical detail of 

your solution on the assumption that 
your customer thinks the same as you. 

Continuing to talk to your usual 
technical contacts, rather than seek-
ing out those in the client organisa-
tion who are most likely to make the 
buying decision, can also have an 
adverse effect. 

And finally, fully confident of the 
technical merits of your own solution, 
it is all too easy to fail to make a per-
suasive case against the competition. 

The key to success, by contrast, is 
to make sure your customer under-
stands the corporate and personal 
consequences of inaction or the wrong 
action, while at the same time show- 

ing them the benefits of making the 
right choice. 

Any complex security sale is likely 
to involve a number of decision-mak-
ers within the client organisation. 
Understand who they are: then have 
the skills and strategy in place to move 
them towards your proposition as the 
most appropriate solution. 

Because you aren't the only `white 
knight' out there, it is vital to move 
them towards a buying decision faster 
than your competitors can. 

Never make the assumption that, 
simply because you understand how 
important IT security issues are, your 
customers also do. After all, for many, 
just staying afloat in tough, competi-
tive markets takes up all of their work-
ing day. 

Here, more than ever, taking your 
customer through a disciplined and 
structured sales process — which begins 
with identifying and agreeing their 
real concerns and needs — is critical. 
After all, if the customer isn't with 
you at the start of the process, any 
chances of closing a successful sale are 
already dead in the water. CRN 
 
David Freedman is IT sector head at 
Huthwaite. 
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 How VARs can secure sales

Zero tolerance for zero-day 
Effective patch management could well be 

the solution to the growing zero-day threat. 
Alan Bentley explains how resellers can 
help businesses win the battle 
 

As the interval between a vulnerabil- 
ity being discovered and exploited 

continues to shorten, zero-day threats have 
become a reality. As such, it should prompt 
businesses to re-assess their approach to 
assessing vulnerabilities and remediating 
their systems immediately. However, with 
businesses taking an average of 30 days to 
patch their networks, the process appears to 
be painstakingly slow. 

While some say it's a question of cost, 
lack of time and resources, the main reason 
behind a lack of an effective patch 
management process is a shortage of under- 

standing and knowledge. The opportunity for the channel
to educate the market is crucial. 

Simply put, the current adhoc and reactionary busi-
ness approach to patch management is flawed threefold. 

First, while many think that using their employees'
manual labour to patch each and every system manually
would save their business money, it's actually quite the
opposite. Costs can spiral if a patch is deployed either
incorrectly or it does not correspond with the particular
network requirements. 

The latter stems from the little known fact that not 

all patches are created equal. Businesses 
take it for granted that all patches are ready 
to be installed regardless of what operating 
systems or other software comprises their 
infrastructure. But generic, untested 
patches can cause equal, if not worse 
damage than a virus. 

Finally, while the process of automated 
patching is efficient, without the knowledge 
of what resources are most important and 
prone to attack it may as well be carried out 
at a snail's pace. This is because the 
systems that need to be patched first may 
find themselves at the end of the patching 
queue — leaving a window for a
vulnerability to be exploited. Businesses 
need to conduct an in-depth study of all 

IT assets and prioritise the process. 
Patch management is a critical com-

ponent of an overall IT security strategy. However, an 
effective patch and vulnerability solution should include a 
comprehensive assessment, remediation and reporting to 
reduce vulnerabilities resulting from virus attacks to 
helping resolve issues arising from spyware and malware 
while ensuring business continuity. 

With so much confusion in the market, the channel 
should take ownership of educating businesses on the best 
security practice of adopting a layered security approach. 
They could even reap the benefits as a result. CRN 
Alan Bentley is managing director, EMEA, of PatchLink. 

Patch management is a 
critical component of a 
security strategy. 
Alan Bentley, Patch Link

 
In an area of 
such acute 
sensitivity as IT 
security, full 
client buy-in is 
important. 
David Freedman, 
Huthwaite 
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